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1. SERIAL SERVER CONNECTION

1. 1 HF2211 Connection

When LAN port of router is connected to HF2211 by Ethernet cable, HF2211 is
working under AP mode as default. At the same time, device can deirectly connect
to LAN port of router(device can acquire dynamic IP from upper router or adopt
defualt Auto-IP function in the state of PC directly connecting with PC by cable). If
following device is working under STA mode, then the Ethernet cable will
automatically change to LAN port. When HF2211 sucessfully connected with
terminal device, light Link will turn to green. If any data sent to the terminal through
HF2211, light Active will blink.

WAN: Acquire IP from upper device which connects to operator, the router only
has one WAN port.

LAN: Router normally has four LAN ports which are used to assign IP to lower
devices.

Earth —__ - RJA45 Ethernet

Ries

NSi472  Elheenet

WiFi Serial Device Server
RSZ32EB5M22—WIFIEthemet

Power LED
Link LED
Active LED

Reset Button

Wi-Fi Antenna

2. SERIAL SETTING
2.1. Serial Tool SecureCRT

Download adddress :
http://gb.hi-flying.com/download_detail dc/downloadsld=22.html
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SecureCRT.exe
@l SecureCRT Application

@-‘-i- VanDyke Software, Inc. , then open.

Decompress file and find executable program,

Click quick start button to create connection.

ITHE SEE ==N ERO S8R0 B TEL EZEE
2[RI RE=I FREY @

thEEE |
!

2.2. Configure Serial Parameter

Protocol : Serial
Port:  Actual connection port(search by “My  PC" ->" Device
475 §&0 (COM 1 LPT)

Manager” ->" Port(COM and LPT)" . As figure: )
Baud Rate : 115200

Data Bits : 8

Parity Check Bit : None

Stop Bit : 1

Flow Control : None ( Please tick off “v” before RTS/CTS )

r ™
EsE 5
e
- ml()} coM1 - i

S E): 115200 .
AR O): [ XON/XOFF
AR :
AL

7] Behit R R () BEEW
TEFATERTHD

[ = || ®Ba |

e

Notes: HF2211 the default serial data is as above and user can modify device

working parameter by IOTService.
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3. HF2211 NETWORK CREATION
3.1. TCP/IP Principle and Test Purpose

Principle: Network use physical data link to bulid connection among each isolated
station or host to combine data link. As a result, it achieves resource share and
communication. It is the most important communication protocol in the process of
network commmnication. HF2211 adopt TCP/IP protocol which contain TCP and
UDP etc. IP address and port number are two important parameter during
generating connection. First, server should make sure IP address and port number.
Then client binds the same IP address and port with server to generate connection
successfully.
Test purpose:
1. PC connects to HF2211 by serial cable. Open SecureCRT to verify if serial
port can send and receive data normally.
2. HF2211 can connect to PC through the network when it works under STA
mode. And it can also connect to PC in AP mode. After open tcpudpdbg tool,
PC is recognized as client connected with serial side. Above two softwares can
be used to verify data flow between HF2211 and PC.
In following test, “TCP Server Test” -HF2211 as server and PC as
client” TCP Client Local Test” -HF2211 as client and PC as server.

3.2. Auto-IP Networking

Device can directly connect to PC by Ethernet cable and module will use its default IP for PC
directly visit or data transfer communication(approximately 15 seconds until PC use
169.254 . XXX.XXX). For example, below module IP: 169.254.173.207(normally fixed IP, if confilct it
will change to another IP automatically)

Ethernet IP:169.254.173.207 PC1
IP:192.168.1.102

Note:
Auto-IP is direct connection application when Ethernet is working under WAN port.
Both side adopt default IP. When HF2211 is working under AP mode. If it works
under STA or AT+STA mode, Ethernet is LAN port. HF2211 will automatically assign
LAN IP to PC(default 10.10.100.XXX).
Step 1: Ethernet cable connects RJ45 ports between device and PC. Open
IOTService and it will achieve device information automatically. Figure is as below:
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¥ LO.T Service
Management (M) Setting (C) Help (H)

Begin x Stop @ Config

Status ﬂ?ﬁ VirPath
b Y

E=NNcl =<

Disconnected
-

State

SWVer

SN| DevType| MAC Address HostName

IP

Position VirPath

1|HF2211 |FOFEEB3876BC|Eport-HF2211

169.254 173,207 |Local

Online

1.09]

Step 2 : According to IP address above, it can be configured parameter by website.
Username and password are both admin as default. As below figure:

[ AEEAE x WO B+ Q@ — 8 x
< C 0|0 169.254.173.207 s 5.6 0=
P oemmEe OFss @ ) B @EEEE () LA
@ EGHRES
ERAT AR TR
® BiFrzAE.
Windows =2
The server 169.254.173.207 is asking for your user name and
password. The server reports that it is from USER LOGIN.
Warning: Your user name and password will be sent using basic
authentication on a connection that isn’ t secure.
| [admin |
|@|
DEEEE
]
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[ HE211 X 8

¢ - C | © 169.254.173.207 indexhtml

STATUS

SYSTEM SETTINGS

SERIAL PORT SETTINGS

System running status overview

COMMUNICATION SETTINGS

CUSTOM SETTINGS
OTHERS Gateway

Configuration Protected

Disable

WiFi Rssi

Step 3 : HF2211 can connect PC to simulate serial signal from lower MCU by RS232.
The connection method of RS485/422 can refer to charper 2.3 and 2.4 from HF2211
user manual.

Step 4 : Open serial configure tool, SecureCRT is recommended(Others is ok but not
convenient). Following test is under SecureCRT and serial parameter can refer to
Chapter 2.1 and 2.2. The default state is transparent mode when open SecureCRT. If
enter into command mode, it needs input three” +" sequently. Afterwards,
secreen appear “EPORT>" . It can use CLI command to set the state of HF2211

after entering into command mode. Specific operation method can refer to HF2211
user manual.
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i@ Serial-COM1 - SecureCRT ===
EF REE) =FEN O OEmO) SET BERES) TR &#EH)

HIPDIE BRSBTS FEY @ _

| serial-com1

EFORT= -

m

-

W +++ |u a W ND.. @ WS.. @ AT+Z @ i b i i DefaL -

FhiE Serial: COM1 1, 7 20f7, 797 V7100 F*5 &=

Functions:

@ If there is no routers nearby, Ethernet cable direct applicaiton is used for
parameter modification.

@ The time when IOTService and website can not show the detials of device. For
example, when set it as STA mode but with wrong password. It will not
configure HF2211 parameter by software. And at this time, it can use PC direct
connection method to modify correct parameter(note that under STA mode, the
IP address of PC is 10.10.100.XXX)

3.3. Auto-IP TCP Server Test

Step 1 : Open TCP&UDP test tool and generate TCP connection as following
process.
B Product has already created a TCP Server(port 8899) for use.
B TCP&UDP test tool can be downloaded from official website:
http://gb.hi-flying.com/download detail dc/downloadsld=54.html
DestlP :IP address of product, this address can be found by IOTService tool.

B Port: TCP Server port number,8899 default which can be modified by
IOTService
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32 TCPRUDPIEETE = =]=]

EOp-erate(Q} View() Windows(W) Help(H) Language

Port: |8899

I LocalFort (% futo (] Special‘1001

[~ AutoConn: Eve

IU— s
I~ Send When Cfin: Ewe I ms

Create I Cancel |

Send Speed(B/S): 0 Receive Speed(B/S): 0

~System ~SOCKET - WiFi
User: | admin| SOCKET Name: : Mode: l:E
Password: | admin| Protocol: : AP SSID: HF2211_76BC|
Hosthame: | Epart-HF2211| AP Key:
Server Addr:
DHCP: [Enable [ ] SemerPort STA SSID:
IP Address: 10.10.100.1 STAKey:
|Local Port 8399
Gate Way: 10.10.100.25
e Keep Alive: 5 \ | SET
DNS: 10.10.100.254|
Time Out: 3
Network Mode: Rout
SwereTece [Rouer [~ Rout: uart [~ ] It can be set by the user
~UART _
T Buffer Size: 8192
P [s200  [v] | NewsockeT | | SOCKETDel |
i _= | Confirm | | Cancel |
Stop s [ Iv] |
Parity [NONE [ IP Address. | 10.10.100.254] | Sipol | | A |
Flow Control: Half-Duplex || Mask: | 256.255.255.0| | Import | | Detail |
Buffer Size: 8132 DHCP: Enable | | FsetUpdate | | FsetClear |

Step 2 : Click Connect to build TCP connection
B After successful generation, left side turn to green arrow, yellow if fails.
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3£ TCPAUDPIEETE - [192.168.0.107:8899] — O X
Operate(Q) View(V) Windows(W] Help(H) Language X
.;_'| CreateConnn @ CreateServer | AF Q= 52 | S Disconnall 8@ DeleteConn % @ & =

Sraperties # x| 32169.254173.207:8899 | b=

=I-M Client Mode . ,—I I— | |
|- D169.254.173.207:8899] p Send | [ htussend Eve [100 " Sed | Tiow
I159,254,173.207 |~ Send Hex [ Send File]” Send Received Clear | Dptionl

DestPort: I8899

[T LocalPort

|4001
Type ITCP - [

I~ AtueConn

Eve Ilj =

T AutoSend [T AutoSend

Eve ID m=
:

server Mode

FroadOption

Rec StopShowl Clearl Save | Uptionl [~ ShowHex

[~ Save(In Time} I _I

o 1

Step 3 : Open serial tool according to following parameter(115200 baud rate as
default)

~OT -l t

Session Options - Senal-COMS

File Edit View Opt

Category

ig m E; g’j ﬂ | | = Cormection Serial Options
| BerialCOME LoScrlpts Fart: s Flow Control
- E"'Tf-‘”;lzl , Baud rate:  |115200 []7re/Dsk
E m Ha.:‘:ilorl , DETS!CTS
i i Modes Data bits:
i Emacs T - L] xow/%0FF
E....},{appe& Keys Farity: Hone
Lo pdranced .
- Appearance Stop hits: 1
b heWindew
;""LD? Ffle Serial break 100 - millizeconds
[F-Frinting
o e Advaneed
L ¥modem/Zmodam
|D|[PDRTAHT: Aoy changes vou make will not take effe:

Step 4 : Make sure if serial tool is CMD mode. Input “Exit” to exit CMD mode and
enter into transparent mode(which is default)
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Serial-COM1. - SecursCRT o[- S
R #w/E EEN) B0 &= HEE IR EEiH)
WP B RA BRI FHET @&,
| | Serial-com1 | x|
EPORT=EXIL "
W +++ Wa @ ND.. @ WS.. @ AT+Z @ ) (%) wd i Defal «
B Serial: COM1 2, 1 23f7, 80%| VT100 F*=5 &=

Step 5 : Mutual data transmission between TCP and serial port.

TCPE&UDPEEE T E - [192.168.0.107 — [m] K
Operate(Q) View(y) Windows(W) Help(H) Language x
.;_'| CreateConnn @ CreateServer | 3% el = : E DiscannAll % DeleteConn % [©] 3 =
Properties qx 3£ 169.254.173.207:8899 qb=
=M Client Mode .
!'| D> 169.254.173.207:8899 | mW I AtwoSend Fre [100 oS Stor |
H I~ Send Hex [~ Send File[” Send Recos® Clear | Uptionl Broadlption

. B Server Mode —_——
DestPort: I6336 i

[ LocalPort zsocket zend data I /
ocalFor

|9999
Tvpe ITCP hd I

[~ AtuoConn Serial-COM3 - Secure..  — O X
Eve |_1?41590-' 8 Elle Edit Wiewl Options Transfer Script
I~ AutoSend Tools Help
b [ o FEE IELREEEY
Rec StopShowl Clear | m
Count i T, | Serial-COMS
Send |32 D socket send datdll ~
Iuart zend data I
Recy I15
v
Clear | vart send datal
Readyv Serial: COMS 1. 17 5 Re

3.4. AP Wireless Networking

Device can combine a wireless network under AP mode. All STA devices are in
center of AP hotspot. Mutual communication between STA devices by AP. It shown
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as below:

RS232/RS485

PLC Device

Laptopl Laptop2 Laptop3

10.10.100.100 10.10.100.101 10.10.100.102

Step 1 : Before configure it as AP mode, AP SSID of AP should be understood first.
The default is "HF2211_+MAC(after 4 bits)" . It can also search by command
“show” in CLI command. Figure is as below:
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G Sernal-COM1 - SecureCRT

iR #EEE) =8N BEmO) Smm BEE) ITELD
G R e R < FE AR R @
| Serial-comM1

Device Activated:ves
System time:NTP Disabled
Up Time: 0-Day 0:0:21
Total Free Memory: 2079744
Max Block 5ize:2078720

===NETWORK===

Mode:Router

MAC :FOFEGE3IE7BBC

Ip Address:192.168.0.100
GatewWay:192.168.0.1

Lan Ip Address:10.10.100.254
Lan Mask:255.255.255.0

Lan DHCPD:Enable

===JART 5Tatus===
Config:115200,8,1,NONE , NONE
State:In CLI

Recv Bytes:3 Recv Frames:1l
send Bytes:0 send Frames:0
Failed Bytes:0 Failed Frames:0

===50CK 5tTatus===
SOCK Name:netp
State:server Created

Client IP:
Recv ByTtes:0 Recv Frames:Q0
Send Bytes:0 send Frames:0

Failed Bytes:0 Failed Frames:0

===WIFI Status===
Mode : AP

AP SSID:HF2211_76BC
Disconnected

STA S5ID:HF2211
Disconnected

EPORT=]}
u PR u a u MNDBGL L1
Bhix
Step 2 : Open network and share center->alter adapter

MR s

| testls

» Internet iA(E] c

|4
FIFF R AR
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=5 E=H
07@4:,: v ZEEE » FERSERR » SRS 4 || z=zams ol
BRIERET ®
BEEEAMESETiREEE
SNERSEE A Jo 0 sExups
ENEERE '
UI9QD4GENATQWLP testl8 Internet
WEHE)
=TS e
[& testls SR Internet
: Tiems 0 s
E ]

iﬂ. REATTIEERME
"5. EHERRE
ERTEENERETTE. 5 RSE VPN FEEE.

g% EHEREENESRR
HE TR BN, AT, St ERE.

SiEsE

Internet R @ EEEE

Windows Bk SEFHESRERE  slREHrEHEE.
F=REE

Step 3: Open network connection and connect to HF2211AP from Step 1.

UPGRADE-AP aaaa A .
LQJ-AP M
HF-TEST o
aaron 1'11-!]
Lenovo Wi-Fi AP R3210 ﬂ!ﬂ I
UL ﬁﬂ] 3
TP-LINK_IPTV_0GFFEQ - =
HF2211_76BC 3:1!!

@ RS ERTRE AR A
o[,
R=F =
Administrator ,lﬂ“ .‘
FIFF RS R

Step 4 : Forbid other network connection method and only contain current wireless
connection.
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[E=N HoR =)
G )o[ > =R » P et » FIEEE -4 ]| 2= Ames )
g8 - =~ O @
‘: VMware Netwark Adapter ‘: VMware Netwark Adapter .: itz
S5 VMnetl 5 VMnets s E=zE
| @ g @ Bz @ Realtek PCle GBE Family Contr...
"'-. FoEER AR ‘: FoEERI R 2
. HF2211_76BC s EEE

dﬂ Atheros AR9485 Wireless Met...

dﬂﬂ Microsoft Virtual WiFi Minipor...

Step 5 : Open I0TService and device is connected. It will assign IP address of
network segment of AP(10.10.100.XXX).

o7
Manage

Service

ment (M} Setting (C) Help (H)

Begin x Stop Config

E=N Nl =<

Status ﬂ%ﬁ VirPath -: Disconnected

SN| DevType| MAC Address HostName IP Position VirPath State SWWer
— —
1|HF2211 |FOFEGB3876BC|Eport-HF2211  |10.10.100.254 Laocal COM2/TCP Disconnect Online |1.09i

http://www.iotworkshop.com

15 Copyright © 2013 . All rights reserved


http://www.iotworkshop.com/

ki onis

3.5. Ethernet Network based on AP

N

< RS232RS485 B

192.168.0.104

PLC Device

T
c
£
«
£
w
v
=
=
x

—

J

>\
\
yva

\

#

"

-

Laptop 1 Laptop 2 Laptop 3

192.168.0.101 192.168.0.102 192.168.0.103

Step 1 : As above figure shows, HF2211 connect LAN port of router by Ethernet
cable. PC is able to connect to the router to combian network by Ethernet or
wireless.

Note: In AP mode, Ethernet port of HF2211 is WAN and it is used as LAN port of
router. When in STA or AT+STA mode, HF2211 is LAN of Ethernet to connect PC.
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dﬂ]] Atheros AR9485 Wireless Met...

G )o[ > =R » P et » FIEEE |4 |[ 2= s Pl
Ea Z=- 0 @
.: VMware Netwark Adapter .: VMware Netwark Adapter = itk

5 VMnetl " VMnets &ﬁ testl8

@ g @ Bz @ Realtek PCle GBE Family Contr...
.: FoEEMEEE

=, B2

Step 2 : As shown above,open network and share center, forbid other connection

method and only contain local connection(might lead to not find devices in the

state of multiple network cards )

£ LOT Service
Management (M} Setting (C) Help (H)

Begin Stop Canfig Status @ VirPath ﬂ Connected
S| DevType| MAC Address Hosthlame IP Position WirPath State SWWer
1|HF2211 |[FOFEGB3876... [Eport-HF2211 [192.168.0.104 Laocal COM2/TCP Disconnect Online {1.09f -
2|E10 FOFEGEB3A430A | Eport-E10 183.63.126.227 |China.Shang... Online |1.09j
3|E10 FOFEGB524BFAEport-E10 113.101.202.132 |China.Shang... Online |1.09i
4(E10 FOFEGBE0FD... |[Eport-E10 180.173.192.162 |China.Shang... Online {1.09k
5|HF2211 |FOFEEBS36C... |Eport-HF2211 |58.247 250.38 China.Shang... Offline |1.08f
6|E10 FOFEGB524B78|Eport-E10 180.173.192.162 |China.Shang... Offline |1.09i
7|E10 FOFEGB5240E9|Eport-E10 180.173.192.162 |China.Shang... Offline |1.09i
8|dddd FOFEEB3DDA... [Eport-HF5111B|116.226.228.185 |China.Shang... Offline |1.08c
9\@4E... |[FOFEGB1C3D... [EportHF5111B(180.173.193.128 |China.Shang... Offline |1.09f =
10|E10 ACCF230000... |Eport-E10 180.173.197.192 |China.Shang... Offline |1.09i
11|E10 FOFEGB3A42FE|Eport-E10 180.173.192.162 |China.Shang... Offline |1.09j
12|HF2211 |FOFEGB3876... |Eport-HF2211 |157.61.158.252 |China.Shang... Offline |1.09i
13|HF2211 |FOFE6B5373... |Eport-HF2211 |180.173.192.162 |China.Shang... Offline |1.09i
14|WAD310 |FOFEGB387654 |Eport-HF2211 |116.231.248.116 |China.Shang... Offline |1.08f
15|E10 FOFEGB3A42... [Eport-E10 183.63.126.227 |China.Shang... Offline |1.09i
16|HF2211 |FOFEBB536900|Eport-HF2211 |[180.173.197.192 |China.Shang... Offline |1.09j
17|E10 FOFEGB524B82|Eport-E10 113.101.202.132 |China.Shang... Offline |1.09i
18/E10 FOFEGB3A41E7 |Eport-E10 116.226.22555 |China.Shang... Offline |{1.09a
19|HF511... |FOFEGB30DD...|Eport-HF5111B{114.92.182.156 |China.Shang... Offline |1.08c -

Step 3 : Open IOTService and press Begin button, device information will appear.

http://www.iotworkshop.com 17
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1 Device Setting @
System SOCKET WiFi
User: | admin| RS fe ] Mode: AP -
Password: | admin| — FoPSERVER || AP SSID: HF2211_76BC
HostName: | Eport—HF2211| . AP Key:
Server Addr:
DHCP: [Enable [ ] server Port STA SSID:
IP Address: STAKey:
Local Port: 8899
Gate Way:
Keep Alive:
DNS: 10.10.100.254|
Time Qut:
MNetwork Mode: m
- _= Rout: uart ﬂ
UART _
T I: Buffer Size: 8192
P [s200  [v] | NewsockeT | | SOCKETDel |
s _= | Confirm | | Cancel |
Parity NoNE  [+] IP Address: | 10.10.100.254| | Sri | | i |
Flow Control: Half-Duplex || Mask: | 255.266.255.0| | Impart | | Detail |
Buffer Size: 8192 DHCP: Enable - | F-Set Update | | F-Set Clear |
Step 4 : If any demand to modify AP SSID and password, it can enter into device

configure to modify parameter informaion.

3.6.
Step 1 :

TCP Server Test in AP Mode

Open TCP&UDP test tool and generate TCP connection as following steps.
Device has already created a TCP Server(port 8899) for use.

TCP&UDP test tool can be downloaded from the website:

€ http://gb.hi-flying.com/download detail dc/downloadsld=54.html
DestlP : IP address of device which can be found by I0TService.

Port : Port of TCP Server which can be found by I0TService or set by users
own.

http://www.iotworkshop.com 18 Copyright © 2013 . All rights reserved
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32 TCPBUDP Debus Ere=]
& CreateServer | 38 StartServer 32 € | 32 Connect 52 | &g DisconnAll | 3% DeleteConn 8% | @ | 2 !

: Operate(Q) ) Windows(W] Help(H Language

'lq:uarﬁes

Type: TCE

DestIE: |192. 168.0. 104 Port: |8899

|LocalPort * Auto (] Special‘1001

[~ AutoConn:

I~ Send When Comm:

Create I

~System ~SOCKET - WiFi
User: | admin| SOCKET Name: : Mode: l:E
Password: | admin| Protocol: : AP SSID: HF2211_76BC|
Hosthame: | Epart-HF2211| AP Key:
Server Addr:
DHCP: [Enable [ ] SemerPort STA SSID:
IP Address: 10.10.100.1 STAKey:
|Local Port 8399
Gate Way: 10.10.100.25
e Keep Alive: 5 \ | SET
DNS: 10.10.100.254|
Time Out: 3
Network Mode: Rout
SwereTece [Rouer [~ Rout: uart [~ ] It can be set by the user
~UART _
T Buffer Size: 8192
P [s200  [v] | NewsockeT | | SOCKETDel |
i _= | Confirm | | Cancel |
Stop s [ Iv] |
Parity [NONE [ IP Address. | 10.10.100.254] | Sipol | | A |
Flow Control: Half-Duplex || Mask: | 256.255.255.0| | Import | | Detail |
Buffer Size: 8132 DHCP: Enable | | FsetUpdate | | FsetClear |

Step 2 : Click Connection to generate TCP connection
B After successful connection, the left turns to be green arrow, yellow if fails.
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% TCPEUDPIIELTE - [192.168.0.107:8899] — O *
Operate(Q) View(\V) Windows(W) Help(H) Language X
.:_'| CreateConnn @CreateSewer g el %) . ! %Disconmﬂ\ll %Deleﬁeﬂonn % @ IB e

roperties B X | 3%192168.0.104:8899 b=

- Client Mode

DestIF:
I---)192.163.0.104:3399_| = Send | [ AtusSend Eve [i00 ws Send | Seor |

: 152, 165, 0. 104 , ,
.. F1 Server Mode I [~ Send Hex [ Send File[” Send Received Clear | Dptionl

DestPort: I8899

I~ LocalFort

I4DDI
Type ITCP - I

I~ AtuoConn

Eve ID 8

[ AutoSend [~ futoSend

Eve ID ms

:

Broadlption

Rec StopShowl Clearl Save | Dptionl [~ ShowHex

Count

Send ID— [~ SavelIn Time) I _I
Reov ID

o 1

Step 3 : Procedure of transparent data transmission please refer to chapter 3.3.

3.7. STA Wireless Networking

LAMM 1P:10.10.100.254
WANN IP:152.168.0.2

LANN IP:192.168.0.1 ""-....______

PLC Device

Lapiop 1 Lapltop 2 Lapiop 3
|P:10.10.100.100 IP:10,10.100.101 IP:10.10.100.102
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Step 1 : Factory parameter of HF2211 is AP mode. If need to modify to STA mode, it
can adopt wireless direct connection with AP, Ethernet cable direct connection with

PC and Ethernet cable direct connection with router.

Step 2 :Choose STA mode after enter device setting and scan needed signal hotspot

before input password.

Metwork Mode:

Router  [+|

UART
UART Nov [DART1 T+]
Baudrate:
Data Bits:
Stop Bits: ﬂ
pary o]
Flow Control: [HalFDuplex |+ |
Buffer Size: ,78192

Rout: uart :

i Device Setting EX3
System SOCKET WiFi
User: | adm|n| SOCKET Name: W |I'v10de: STA |
Password: admin L
| | Protocol: TCP-SERVER [ ~| AP SSID:
Hostame: | EportHF2211| AP Key:
Server Addr:
DHCP: Enable STA SSID: HF2211
[Enadle || SenerPort
IP Address: STA Key:
Local Port 2209
Gate Way: | |
Keep Alive: .
DNS: 10.10.100.254|
Time Qut:
Metwork Made: [Router [ =]
Rout: uart [~
UART
Buffer Size: 8192
Baudrate: 115200 || | NewSOCKET | | SOCKETDel |
f____Ix] | Confirm | | Cancel |
C—
Parity: NoNE <] IP Address: | 10.10.100.254] | S | [ viPan |
Flow Control: HalFDuplex [ | Mask: | 255.255.255.0)| | Import | | Detail |
Buffer Size: 8192 DHCP: Enable |+ | Fsetupgate | | F-SetClear |
=¥ Device Setting @
System SOCKET WiFi
User: | admin| T e 5] Mode: STA v
Fassword: admin £
| | Protocal: TCP-SERVER [ +] AP SSID:
HostMName: | Eport—HF2211| AP Key:
Server Addr:
DHCP: Enable STA SSID: HF2211
[Enavle |~| SenerPort
IP Address: STA Key:
Local Port: 8899
Gate Way:
Keep Alive: | S |
DNS: 10.10.100.254|
Time Qut:

Buffer Size: ’—8192
| New SOCKET || SOCKET Del |

| Confirm | | Cancel |
LAN
IP Address: | 10.10.100.254| | Dol | | W |
Mask: | 255.255.255.0| | Import | | Detail |
DHCP: Enatle |+ | Fsetupdate | [ Fsetciear |
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¥ Device Setting @
rSystem SOCKET WiFi
User: | admin| _ Mode: STA v
SOCKET Name: netp [ +]
Password: | @
— Scan
HostName: |— —
— Select Channel 551D MAC Address RS5I Has Key
DHCP: W 11 Lenovo Wi-Fi AP R3210|  24:05.0F.64.7F .52 100 Yes - HF2211]
) 1Y CC-Ae I 759000 0 3R Too TeS
IP Address: [ 9 LIL F4:28:53:67:D2:FA 100 Mo |
) G UPGRADE-AP_aaaa CE.SA.SE.;*[#EIS.TU 100 Yes
Gate Way: ] 3 Soneter 10:BF:48:B6:F3:08 100 Yes
[ 3 iotyao DE.CEE3R-ATES 100 Yes L
DNS: |: ) 3 HF-TEST 28:2C:BZDAES:96 100 Yes
1 hf_group TOAFBACENFAZ 96 Yes
] o]
Network Mode: [} EE] 360-NSZ C4:36:56:00:2: 78 Yes
[ g Administrator 14:75:890:0B:0%:96 70 Yes
~UART (&) 11 HF-LPB120 AC.CF.23D44§F2 70 No | |
UART Mo- ] 1 HF2211_00ED 88:8B:5D:00:008E0 65 Yes
(] 1 UPGRADE-AP-Z 34:96:72.19.4CEF G5 Yes
T (] 13 HF2421_76C0 00:0C43E176: G0 Mo
&) 11 Office_AP T844 76 FFAT: G0 Yes —|
Data Bits: [ 11 TOTOL MK 1l i NN NEERARET ] Yo bt
Cancel
Stop Bits: | Rescan | Confirm | | Close |
WirPath
Parity:
Flow Control: Half-Duplex = Mask: | 255.255.255.0| | Import | | Detail |
Buffer Size: 8192 DHCP: Enable |+ | FsetUpdate | | F-setClear |
& Device Setting
rSystem - SOCKET - WiFi
User: | adm|n| SOCKET Name: : Mode: STA :
Password: admin L
| | Protocol: TCP-SERVER [ ~] AP SSID:
HostName: | Eport-HF2211| AP Key:
Server Addr:
DHCP: Enable STA SSID: i Wi-Fi AP R3210
[Enadle || cenerPort enovo Wi-F|
IP Address: STA Key: | 12345678 I
Local Port 8899
Gate Way: | / |
Keep Alive: Sc?n
DNS: 10.10.100.254] /
Time Qut:
Metwork Made: [Router [ =]
Rout: uart v
rUART
Buffer Size: 8192
e T o
Baudrate: 115200 || | NewSOCKET | | SOCKETDel |
R conin | [ e |
C—
Parity: NoNE <] IP Address: | 10.10.100.254| | Sri | | VA |
Flow Control: Half-Duplex [+ Mask: | 255.255.255.0| | Import | | Detail |
Buffer Size: 8192 DHCP: Enable |+ | Fsetupgate | | F-SetClear |

Step 3 : Device restarts. And at this time, HF2211 has already connected to router
and you can pull out the cable.
Note :
1. If change from STA mode to AP mode, device Ethernet interface will
automatically alter to WAN from LAN.
2. If change networking mode, it needs restart to be effective.
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£ Device Status

- System

Froduct ID:
Software Version:
RTC Time:

Up Time:

Total Free Memory:

Max Block Size:

r SOCKET
SOCKET Name: netp |~]
Frotocol: TCP-SERVER
Status: Server Created
Client IP:
RecvBytes: 0 RecvFrames: 0
Send Bytes: 0 Send Frames: 0
Fail Bytes: 0 Fail Frames: 0

- UART
UART No: [2RTTT+]
Config: 115200,8,1, NONE
RecvBytes: 9 Recv Frames: 3
Send Bytes: 0 Send Frames: 0
Fail Bytes: 0 Fail Frames: 0

- Metwork
Hosthame: Eport-HF2211
DHCP: Enable
IP Address: 192.168.0.104
Gate Way: 192.168.01
DNS: 10.10.100.254
MAC Address: FOFEEB3876BC
- WiFi
State: Disconnected
RSSI: 0

Reload

Restart

Edit

Step 4 : When open network and share, close other network connection method

and only contain wireless connection between PC and router.

SREEE]

Lenove Wi-Fi AP R3210
" Internet iHE]

FoEM R

Lenovo Wi-Fi AP R3210 P&l

HF-LPB120

Soneter

HF-Demo_Specia

Office-HF_C

UPGRADE-AP-Z

zZyc

I IPGRANMF-AD aaaa

| FTFmEEESG

*y -

m

M
o
M
R
M

M
M
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=% Een )
(=[5 » =oimE » FraEsEER » PEOEERO |4 || z=sams )
EHIEEER ®
EEEANMEEEFREEE
=TETemE [';,h =5 O EEaERET
EREESERE -
UI9QD4GENATQWLP Lenovo Wi-Fi AP R3210 Internet
EMEELE (HAHE)
EEEDME EEERTTIEE
Lenovo Wi-Fi AP R3210 BIEEE Internet .
RS EE ol FTTEERIEEIEE (Lenovo Wi-Fi AP
R3210)
ENEEE
_{'ﬁ. Pra=c e ]
BETE =% 55, I VPN =8 SiEEEaSsnas.
. R
ERIEENEREETE 5% RS VPN MEEE,
Q% FEESFEENESER
- pEr TR RE TSN RSO TE . SRR,
AEER
Internet IR @ R E
Windows BkiE SEFHESRERE  slREHrEHEE.
F=REE
[E=N e
&)~ [F » =oImEE » R Internet » PSR » 4 || 2= mmme o]
g8 - =~ 0O @
[ VMware Netwark Adapter [ VMware Netwark Adapter [ itz
S VMnetl S VMnets = B
W Bz w Bz @ Realtek PCle GBE Family Contr...
L" FEEREEE [ FoEE RIS 2
BT | cnovo Wi-Fi AP R3210 W Bz
lll piheros ARO4SS Mtemtc nie : Al o £\ n L] Minipor...
Atheros AR9435 Wireless Network Adapter

Step 5 : After sucessfully build successfully, the Link light on. After open IOTService,
it will show the information of device.
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£ LO.T Service [ =2 ==
Management (M} Setting (C) Help (H)
Begin x Stop Caonfig Status @ VirPath m’? Connected
S| DevType| MAC Address Hosthame IP Position WirPath State SWer
1[HF2211 [FOFEEB3876... [Eport-HF2211 [192.168.0.104 Laocal COM2ITCP Disconnect Online [1.09i -
2|E10 FOFEGB3A430A Eport-E10 183.63.126.227 |China.Shang... Online |1.09i
3|E10 FOFEGB524BFAEport-E10 113.101.202.132 |China.Shang... Online |1.09i
4[E10 FOFEEBS0FD... [Eport-E10 180.173.192.162 |China.Shang... Online |{1.09k
5|HF2211 |FOFEGBS36C... |Eport-HF2211 |58.247 250.38 China.Shang... Offline |1.08f
G|E10 FOFEGB524B78|Eport-E10 180.173.192.162 |China.Shang... Offline |1.09i
7|E10 FOFEGB5240E9|Eport-E10 180.173.192.162 |China.Shang... Offline |1.09i
8|dddd FOFEGB3DDA... |[Eport-HF5111B|116.226.228.185 |China.Shang... Offline [1.08c
9@ 4E... |[FOFEEB1C3AD... [Eport-HF5111B(180.173.193.128 |China.Shang... Offline |1.09f =
10/E10 ACCF230000... |Eport-E10 180.173.197.192 |China.Shang... Offline |1.09j
11|E10 FOFEGB3A42FE|Eport-E10 180.173.192.162 |China.Shang... Offline |1.09i
12|HF2211 |FOFEGB3876... |Eport-HF2211 |157.61.158.252 |China.Shang... Offline |1.09i
13|HF2211 |FOFEGB5373... |Eport-HF2211 |180.173.192.162 |China.Shang... Offline |1.09j
14|WAD310 |FOFEBB387654 |Eport-HF2211 |116.231.248.116 |China.Shang... Offline |1.08f
15/E10 FOFEEB3A42... [Eport-E10 183.63.126.227 |China.Shang... Offline |1.09j
16|HF2211 |FOFEGB536900|Eport-HF2211 |180.173.197.192 |China.Shang... Offline |1.09i
17|E10 FOFEGB524B82|Eport-E10 113.101.202.132 |China.Shang... Offline |1.09i
18/E10 FOFEEB3A41E7 |Eport-E10 116.226.22555 |China.Shang... Offline |1.09a
19|HF511... |FOFEGB30DD...|Eport-HF5111B|114.92.182.156 |China.Shang... Offline {1.08c - |

Step 5 : The test method of mutual data transmission between TCP tool and serial

port under STA mode is the same as former one.

3.8. AP-STA Wireless Networking

LANNIP:192.168.0.1

Laptop 1

1P:10.10.100.100

Wi-Fj Link

HF2211 Device APSTA Mode

LANN [P:10.10.100.254
WANN [P:192.168.0.2

Laptop 2

1P:10.10.100.101

Laptop 4

1P:10.10.100.103

Laptop 3

1P:10.10.100.102

Step 1 : The default networking mode of HF2211 is AP. AP+STA mode can be
changed by software or webpage.
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Step 2 : Enter into device setting and choose APSTA mode. Scan needed signal

hotspot and input password.

ﬁ Device Setting @
~System ~SOCKET AwiFi
User: | admin| SOCKET Name: : Mode:
Password: | admin| — forseRviR [+ AP SSID: HF2211_76BC
HostName: | Eport—HF2211| AP Key:
Server Addr:
DHCF: [Enable [ comver Port STA SSID: Lenovo Wi-Fi AP R321
IP Address: STAKey: 12345678
Local Port 2299|
Gate Way:
Keep Alive: | e |
DNS: 10.10.100.254|
Time Qut:
Metwork Mode: Router
[Rovier ] Rout: uart [~
~UART
Buffer Size: 8192
T pET7) p—
R | NewSOCKET | [ sockeTDel |
sl _u | Confirm | | Cancel |
Parity: NoNE  [v] IP Address: | 10.10.100.254] | Sl | [ viPan |
Flow Control: Half-Duplex || Mask: | 256.255.255.0| | Import | | Detail |
Buffer Size: 8192 DHCP: Enable |w | Fsetupdate | | F-SetClear |
§ Device Setting @
~System ~SOCKET ~WiFi
User: | admin| SOCKET Name: : Mode:
Password: | admin| Ea— : AP SSID: HF2211_76BC
Hostame: | Eport-HF2211| AP Key:
Server Addr:
DHCP: Enabl : i-Fi
[Enable || SenerPort STA SSID Lenavo Wi-Fi AP R321{
IP Address: STA Key: 12345678
Local Port 8899
Gate Way:
Keep Alive: | S |
DNS: 10.10.100.254]
Time Qut:
Metwork Mode: Router
[Router _[~] Rout: uart [~
~UART
Buffer Size: 8192
LT O T7) e —
E— | NewSOCKET | [ socKETDel |
sasi Iz | Confirm | | Cancel |
Parity: NoNE  [+] IP Address: | 10.10.100.254] | S | [ viPan |
Flow Cantrol: Half-Duplex || Mask: | 255.255 255.0| | Import | | Detail |
Buffer Size: 8192 DHCP: Enable |+ | Fsetupgate | | F-SetClear |
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%

Select | Channel 351D MAC Address R535l Has Key
| [ | 11 Lenovo Wi-Fi AP R3210( 24:05:0F.64.7F:52 100 Yes -
(2] 10 LOJ-AP 14:75:90:B5:BE:3A 100 Yes
[ "‘ﬁ\ UPGRADE-AP_aaaa C8:3A35:54B3:70 100 Yes
[ 3 iotyao DE:C8E932A1ESB 100 Yes =
(] 0 \ UPGRADE-AP 100 Mo
[ 1 ‘\ﬂf_gmup TOAFGACEIFA3 100 Yes
[ 1 HFZQ_EQUB FO:FE:EB:53:69:08 96 Yes [ |
[ 3 HF—TES'{‘ 28:2C:B2:D2:E5.96 96 Yes
=] = Soneter e, 10:BF:48:E6:F3:98 91 Yes
[ 1 yc 14.75:90:0B:C4:84 86 Yes
[ 5 aaran 34 FESETEEEC a6 Yes
[ 1 TP-LIMK_9276 ECWE CATEO2TE a1 Yes
[ g ChinaMet-demuon 14.75: (CGB2 31 Yes
[ 1 MERCURY_2607 BC.5FFG: 07 76 Yes
(] 1 OxETBAAZETB1B3EGS. | 38:A4:ED:OT: 70 Yes |
) q L1l F4-28-5YVATO2E 70 Il -
| Rescan | | Confirm | Cloze |

EDewceSethng E

~System ~SOCKET ~WiFi
User: | admin| SOCKET Name: : Mode: :
Password: | admin| Protocol: : AP SSID: HF2211_76BC|
Hosthame: | EportHF2211| AP Key:
Server Addr:
DHCP: Enabl : i-Fi
[Enable [ ] server Port STA SSID: Lenovo Wi-Fi AP R321
IP Address: STA Key: 12345678
Local Port 8899
Gate Way:
Keep Alive: | e |
DNS: 10.10.100.254|
Time Out:
Metwork Mode: Router
_= Rout: uart ﬂ
~UART
Buffer Size: 8192
UART e T T7] I
P | NewsockeT | | SOCKETDel |
sl _= | Confirm | | Cancel |
Parity NoNE  [+] IP Address: | 10.10.100.254] | S | [ viPain |
Flow Control: Half-Duplex || Mask: | 256.255.255.0| | Import | | Detail |
Buffer Size: 8192 DHCP: Enable - | F-Set Update | | F-Set Clear |

Step 3: Each time when network changed, device need restart to be effective.

http://www.iotworkshop.com

27

Copyright © 2013 . All rights reserved


http://www.iotworkshop.com/

ki onis

ﬁ? Device Status @

System SOCKET Metwork
SOCKET Name: nete ||| | HostName: Eport-HF2211
Protocol: TCP-SERVER DHCP: Enable
Status: Server Created IP Address: 192.168.0.101
Client IP: Gate Way: 192.168.0.1
Recv Bytes: 0 RecvFrames: 0 DNS: 10.10.100.254
Send Bytes: 0 Send Frames: 0 MAC Address: FOFEGB3876BC
Fail Bytes: 0 Fail Frames: 0 WiFi

Coan T e State: Connected,24:05:0F:64.7F:52

Software Version: 1.09j et

RTC Time: NTP Disabled R3Sl 100

) Config: 115200,8,1,NONE
Up Time: 0-Day 0:7:37

Recv Bytes: 3 Recv Frames: 1
Total Free Memaory: 2078720 Reload

Send Bytes: 0 Send Frames: 0 Edit

Max Block Size: 2078720
Fail Bytes: 0 Fail Frames: 0 Restart

Step 4 : After restart, cable can be pulled out when the Link lights on. If device and
terminal connect successfully, HF2211 can connect to the router as STA mode, and
PC can connect the HF2211 AP hotspot. As a result, router, HF2211 and PC are
under the same IP segment.

UPGRADE-AP aaaa A .

LQJ-AP o\

HF-TEST R

aaron M

Lenovo Wi-Fi AP R3210 o[

L al F

TP-LINK_IPTV_06FFE9 il —

HF2211_76BC ﬂ‘lﬂ

W B S SRTRET EARA

o[,

mE=E=E

Administrator 1'11.!] -‘
£

SRR
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[ 107 senice o] @ ==
Management (M) Setting (C) Help (H)
o : - %}1 ' ]
eqgin % Stop Config Status VirPath = Connected
SN| DevType| MAC Address HostMName P Position VirPath State SW Ver
1|HF2211 [FOFEGB3876... |[Eport-HF2211 [10.10.100.254 Local COMZTCP, Disconnect Online [1.09j -
2(E10 FOFEGBS0FD... |Eport-E10 116.231.219.98  |China.Shang... Online |1.09k1
3[HF511... |FOFEGB3DDD.. |Eport-HF51118 (114.92 174 40 China.Shang... Online [1.08¢c
4|dddd FOFEGB3DDA... |Eport-HF5111B (116.226.228.185 |China.Shang... Offline |1.08¢c
5|WAD310 |FOFEGB387654 |Eport-HF2211  (116.231.245.116 |China.Shang... Offline |1.08f
6l@SE... [FOFEEB1C2D... Eport-HF5111B|180.172.192.128 |China.Shang... Offline |1.09f
| 7|E10 FOFEGB3A41E7|Eport-E10 116.226.22555 |China.Shang... Offline |1.09a
8(E10 ACCF23FF46... |Eport-E10 61.171.210198 |China.Shang... Offline |1.09j
9|HF2211 [FOFEGBS36C.. |[Eport-HF2211 |58.247.250.38 China.Shang... Offline |1.08f =
10|E10 FOFEGB524B78(Eport-E10 180173192 162 |China.Shang... Offline |1.09i
11/E10 FOFEGB5240E9|Eport-E10 180.173.192162 |China.Shang... Offline [1.09i
12/E10 ACCF230000... |[Eport-E10 180.173.197.192 |China.Shang... Offline |1.09j
13|E10 FOFEGB3A42FE|Eport-E10 180173192162 |China.Shang... Offline |1.09j
14/HF2211 |FOFEGB3&76.. |Eport-HF2211 |157.61.158.252 |China.Shang... Offline |1.09j
15|HF2211 |FOFEGB5373... |Eport-HF2211 |180.173.192162 |China.Shang... Offline |1.09j
16/E10 FOFEGB3A42Z2... |Eport-E10 183.63.126.227 |China.Shang... Offline [1.09]
17|HF2211 |FOFEGB536900 Eport-HF2211 |180.173.197.192 |China.Shang... Offline |1.09j
18|E10 FOFEGB3A430A(Eport-E10 183.63.126.227 |China.Shang... Offline |1.09j
19/E10 FOFEGB524B82|Eport-E10 113.101.202.132 |China.Shang... Offline |1.09j |
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4. AP-STA WIRELESS CASCADE NETWORK

WAMNMN IP:192.168.0.102
LAMH F*-  10.20.100.25%

STA

T~ ‘“ﬁ__ - PLC Device

LANMIP:192.162.0.1 WA-Fi Link

LANM Ip-- 10.10.101.252
WAHNH - 10.10.100.252

Lapiop 1 Lapiop 2 Laptop 3
1P :10.10.101.100 1P :10.10.101.101

1P :10.10.101.102

Step 1 : PC cable directly connect the Ethernet interface of first layer device(upper

HF2211 in above figure). Open network and share center and forbid other
connection method with only local connection.

[F=5 EER =X
G =[5 » 2amER » FE nemet > EEE > D= o]
p— v A @
[ VMware Network Adapter [ VMware Network Adapter [ FoEMEEE
- :'r VMnetl - :;/ VMnetd -5 CER
I & pES W S il Atheros AR9485 Wireless Net..
Ae e
-\,’ir/ testld

W= Realtek PCle GBE Family Contr...
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Step 2 :After open IOTService, then click device setting. Configure network mode to

AP+STA. STA is configured as router parameter before restart module.

& Device Setting ==
System SOCKET WiFi
User: i .
ser: | adm|n| SOCKET Name: : Mode: APSTA :
Password: admin -
| | Protocol: TCP-SERVER [ ] AP SSID HF2211_8978
HostName: | Eport—HF2211| AP Key:
Semver Addr:
DHCP: Enable STASSID: Wi-Fi #
[Enable [ comerPort Lenovo Wi-Fi AP R321
IP Address: STAKey: 12345678
Local Port 8899
Gate Way: | |
Keep Alive: e
DNS: 1U.1U.1UU.254|
Time Qut:
Metwork Mode: :
Rout: uart ﬂ
UART
Buffer Size: 8192
Baudrate: 115200 || | NewSOCKET || SOCKETDel |
_u Confirm | | Cancel |
i IP Address: | Export | [ vieatn ]
Parity NONE ~] ress: | 10.10.100.254]
Flow Control: Half-Duplex : Mask: | 255.255.255.U| | Import | | Detail |
Buffer Size: 8192 DHCP: Enable | w | FsetUpdate | | F-setClear |

Step 5 : Pull out the cable between and PC, the Link will light on after device restart.
In the meantime, PC can open WiFi to choose the AP hotspot set by HF2211. The
IOTService will show the devce after restart. As a result, AP+STA mode of class 1

device network successfully.

SipTEa). s
/? HF2211 6978
80 Internet A
TR MEERE -
HF2211 6978 g
UPGRADE-AP _aaaa A
Lenovo Wi-Fi AP R3210 L
HF-LPB120 al
Soneter 1'11“
HF-Demo_Specia 1'11!.!
MERCURY_2607 M
hf Armnn il
TR SR

13

m
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£} LOT Service =] @ =]
Management (M) Setting (C) Help (H)
Begin x sto Config Status q;:;p VirPath Disconnected
n P n -1
SN|DevType| MAC Address | HostName IP Position VirPath State SW Ver
1|HF2211 |FOFEGB3876BC|EportHF2211 |10.10.100.100  |Local COM2/TCP Disconnect Online |1.09]
2[HF2211 |FOFEGB536978 |Eport-HF2211 |10.10.100.254  |Local COMZITCP Disconnect Online |1.09j

Step 6 : Repeat Setp 1 to Setp 4 to class 2 device. STA side connects to the class 1
hotspot. Besides, change IP address in LAN network. It will result that LAN address
of class 2 device in the different network segment of WAN address of class 1.

& Device Setting ==
System SOCKET WiFi
User: | hdmin| SOCKET Name: T Mode: APSTA ||
Password: admin -
| | Protocol: TCP-SERVER [ ] AP SSID HF2211_788C
HostName: | Eport—HF2211| AP Key:
Server Addr:
DHCP: Enable STA SSID:
[Enable [ comerPort HF2211_p978
IP Address: STAKey:
Local Port 8883
Gate Way: | |
Keep Alive: e
DNS: 10.10.101.252|
Time Qut:
Metwork Mode: :
Rout: uart [~
UART
Buffer Size: 8192
Baudrate: 115200 || | NewSOCKET || SOCKETDel |
_u | Confirm | | Cancel |
Stop Bits: 1 - LAN
Parity [NonE [ | IP Address: | 10.10.101.252| | Sri | | VA |
Flow Control: Half—DupIex Mask: | 255.255.255.U| | Import | | Detail |
Buffer Size: 8192 DHCP: Enable |+ | FsetUpdate | | F-setClear |

Step 7 : Restart after set successfully, PCWiFi connect to hotspot of class 2 device.
Restart |OTService, it will show device information. In the meantime, HF2211
cascade connection is successful.  "Router->class 1 device->class 2
device->terminal” are under the same network.
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SEEEE:

HF2211 76EC

FoEER

" Internet A8

m

HF2211 76EBC

UPGRADE-AP _aaaa

Lenove Wi-F AP R3210

al
HF-LPB120 o
Soneter !ﬂﬂ
HF-Demo_Specia !ﬂﬂ
MERCURY_2607 M
(7 S -l 7
FITMESEAEE
& 10T Service E=E|E=H
Management (M) Setting (C) Help (H)
P 5 i =
Begin Stop Config Status VirPath = Connected
SN| DevType| MAC Address | HostName P Position VirPath State SW Ver
HF2211 |FOFEGB3876.. |EpotHF2211 [10.10.101262  |Local CON2TCP Disconnedt  |Online |1.09; -
2[HF2211 |FOFEGB536978|Epor-HFZ211 |180.173.47.55  |China.shang.. |COMZITCP,Disconnect |oniing |1.09]
3|HF511... [FOFEABADDD. |Epart-HF51118[114.92.176.181 _|China.Shang... Online [1.03¢
4E10  |FOFEGB3A4Z.. |EportETD 119.131.153.180 _|China.Shang.. Online [1.09j
5|HF2211 |FOFEGB536C... |[Epor-HF2211 |56.247.250.38  |China.shang... Offline [1.0af
BE10  |FOFEGB3A4055|Por3 2712189175  |China.3hang... Offiine [1.09)
7E10  |FOFE6B5240E9|Epor-E10 101.61247.122 |China.5hang... Offline [1.09i 1
Bldddd  |FOFEGOADDA... [Epar-HF51118|116.226.226.185 |China.Shang... Offline [1.03¢
9[EF10  |FOFEGB214987|EportEF20  [183.20.132.15  |China.shang.. Offline [1.09i
10|HF2221 |FOFEGB5373.. |Eport-HF2221 [180.173.47.55  |China.Shang... Offline [1.09i
11|WAD310 |[FOFEGB387654 |EportHF2211 |116.231.248.116 |China.Shang... Offiine |1.08f
12[E10  |FOFEGB3A4ZF8|EpOr-ET0 163.63.126227 |China.5hang... Offline [1.09i
13[E10  |FOFE6D3A405A|Port] 221.216.214.110_|China.Shang.. Offline [1.09i ||
14|HF511.. |[FOFEGB3DDB... |[EportHF51118|101.61.247.122 |China.shang... [TCP-CLIENT/192.168.0.1... |OfMine |1.09a
15[E10  |FOFEGB3A40.. [Pord 771216.214110 |China.5hang... Offline [1.09i
| 76[E10  |FOFEEB524B78[EpOrtETD 180.173.192.162 |China.5hang.. Offiine [1.09i
17/ 4%... [FOFEGB1CaD... |[Epor-HF51118|180.173.193.128 |China.shang... Offline [1.09f
18[E10  |ACCF230000.. [EportE10 180.173.197.192 |China.Shang... Offline [1.09i
10[3855  |FOFEGB3AdZFE|EpOtETD 116.231.219.98 |China.Shang.. Offline [1.09j =

4.1.

TCP Server Test One

Class 1 device works as server while class 2 is client. After generate connection, the

date can be sent and received.

Step 1 : PC connects with class 1 device by serial cable, and then open SecureCRT to

configure serial parameter.
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& Serial COM3 - SecureCRT = |[= =
MR REE EEV) EWO S8 BxS IR0 #EH
AFNOR BRI RE3FXT @ F;
| Serial-COM3
RS =
e
#RO(0): coM1 - e
BHEE) g | L
e [F|rTs/CTS
R 0): [C] xon/XOFF
AR
L)
[C] Rt BT B ) (=]
[ClregitrEssh T Rm
ta
W o+t W a @ NDBGL ) WSCAN b AT+Z o & show wEE ] () Default
)
s Seriak COM2 1, 1 1947, 687 VT100 #5 %= ‘

Step 2 : Open TCP&UDP test tool and generate TCP connection according to
following steps.Default device has already generated a TCP Server(port 8899) for
use. It can be searched after networked with class 1 device. If any demand, users
can also configure by themselves.

£ Device Setting ==
System SOCKET WiFi
User: | admin| R = Mode: APSTA Bd
Fassword: admin ! C
| | Protocol: TCP-SERVER [+ ] AP SSID HF2211_8978
HostMame: | Eport—HF22‘H| AP Key:
Server Addr:
DHCP: Enable STASSID: L. Wi-Fi AP R321
[Enable |~ Senver Port enovo Wi-Fi |
IP Address: STAKey: 12345678
Local Port 2299
Gate Way: | |
Keep Alive: .
DNE: 10.10.100.254|
Time Out:
Network Mode: [Router [+
Rout: uart :
UART
Buffer Size: 8192
Baudrate: 115200 |+ | NewsockET | [ sockeTDel |
_ﬂ | Confirm | | Cancel |
Parity: NoNE  [~] IP Address: | 10.10.100.254| | Sl | [ vean ]
Flow Control Half-Duplex [ | Mask | 255.255.255.0| | mpot | | Detail |
Buffer Size: 8192 DHCP: Enable - | F-Set Update | | F-Set Clear |

Step 3 : PC WiFi connected with hotspot of class 2 device-> create client->
input LAN IP address of class 1 device(as above figure) and socket
port->connect->green arrow shown in client side.
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3£ TCPEUDPREETE - [10.10.100.254:3899]

fe =1=]

DestFort: |88‘39

Operate(Q) View(N) Windows(W) Help(H) Language X
3 StartServer 3 €3 | 58 Connect 32 | % DisconnAll %Deletef:onn % (o e
/$#10.10.100.254:8899 | 4bx
DestIF: ,m I~ AtucSend Eve lm— ms Send | Stop |
ft0. 10. 100.254 I Send Hex |~ Send Filel” Send Received - | Dptionl Broadlption

Create Connection -H

Type: TCE ~

DestIP: Port: [aB99
Ew
7| LocalFort & huto (] Special‘1001
Ew

[~ AutoConn: Eve IU =

[ ﬂ |~ ShowHex
Coury I~ Send When Comm: Ewe I ms b |
Ser
Create I Cancel |

Re

Clear |

Send Speed(B/5): 0

Receive Speed(B/S): 0

3£ TCPEUDPREETE - [10.10.100.254:3899]

DestFort: |88‘39

Operate(Q) View(N) Windows(W) Help(H) Language X
;_,'| CreateConnn @ CreateServer | 12 Server 38 €3 | 3 Connect 3P | & DisconnAll % DeleteConn % (o e
Properties ? % | 3210.10.100.254:8899 b=
=M Client Mode
DlestIF: 100
’ 10.10.100.254:3899 IID —— Send [~ AtuoSend Eve I ms Send | Stop |
...... B Server Mode I Send Hex [ Send File[ Send Received Clear | Dptionl Broadption

[ LocalPort

|4001
Type ITCP hd I

I~ AtucConn

Eve ID 8

T AutoSend

Eve IU ms

Stopshowl Clear | Save | Uptionl |~ ShowHex

[~ Save(In Time)

Send Speed(B/5): 0

Receive Speed(B/S): 0

Step 4: HF2211 and TCP&UDP test tool can normally send and receive data.
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l [=[a][=]

$£ TCPAUDPRSETE - [10,10.100.254:3899]
Operate(Q) View(l) Windows(W) Help(H) Language

Serial-COM3 - SecureCRT

- > X W\RE BBV ERO EE0) EES IRL EEH)
-} CreateConnn & CreateServer | 38 ¥ol= S | % DisconnAll | 3% DeleteConn %% | [ | 2 _ aumoR BARES TR @

Properties % $£10.10.100.254:8899 | eemcons
5} Client Mode
DestIP
P 10.10.100.254:3399 Send ™ AtucSend Eve [100 s | sock+bh |
Clear é;glw

10,10 100. 254
-, Server Mode I” Send Hex | Send Fils[" Send Received

DestPort: [B895
- Socltb I//
T
r
Evs
r

w
Be {0 m

| Rec Stoplhen | Clear | Save | Option| [T Shoulex
I” Save(n Tine) [
Reev 15T soclkta

Clear
‘\ @+t @a @ NDBGL @ WSCAN @ AT+Z @ @ show
|| sock+a

Send Speed(B/S): 0 Receive Speed(B/S): 0

o

b3

.

B

'
18

T
———— — — = s — — e g T

4.2. TCP Server Test Two

WANM IP:192.168.0.102
LANM IP-  10.20.100.254

STA

S — -
NS —7 - PLC Device

LANM IP:192.163.0.1 Wi-Fj Link

LAMN I~ 10.10.100.252
WAHMN B 192 168.0.108

Lapiop 1 Lapiop 2 Lapiop 3
IP: 10.10.100.100 IP:10.10.100.101 IP: 10.10.100.102

Devices under secondary router can actively create communication to primary

router(HF2211 is also recognized as router device). Ping package can confirm
network status, but device under primary router can not visit device under
secondary router. If needs visit mutually, it can set HF2211 as bridge mode. As
figure above, the IP address of PC is assigned by HF2211 in first class. The specific
steps is as following:

Step 1 : After PC network with class 2 device, open IOTService.

System :
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m  Network Mode : Modify to bridge.
LAN :

m [P Address : Modify the LAN IP address with the same IP segment to the
class 1 device. But the IP address can not be the same, if not, it will lead to
conflict. But bridge mode can also visit class 2 device.

B Mask : 255.255.255.0,

WiFi :
B Mode : STA mode connected with class 1 device.
rﬂ Device Setting 1
System SOCKET Fi
User: [ admin| SOCKET Name: @ Mode: STA -
Password: | admin| _— FoPseRER [v] AP SSID:
HostName: . S
ostName | Eport-HF2211| A AP Key:
DHCP: :
R STA SSID | HF2211_6978
IP Address: | 192.168.0.108 i STAKey:
Local Port 2888 e
Gate Way: 192.168.0.1
| Keep Alive: | Scn |
DNS: | 10.10.100.252]
Time Out
Metwork Mode: Bridge - |
Rout: uart 1=
UART _ :
R . Buffer Size: 8192
1
S, [fs200  [+] l New SOCKET ‘ l SOCKET Del |
Data Bits: 8 :
> Confirm | Cancel I
Stop Bits: 1 - LAN ) i
Parily: NonE [+ IP Address: | 10.10.100.252) ZL | viean |
Flow Control: Hal-Duplex |+ Mask: | 255255 255.0)] Import | Detail |
Buffer Size: 81 92i DHCP: Enable |- | F-Set Update | F-Set Clear |
Step 2 : Restart class 2 device after configure successfully.
¥ Device Status @
System SOCKET Metwork
SOCKET Name: nete ||| | HostName: Eport-HF2211
Protocol: TCP-SERVER DHCP: Disable
Status: Server Created IP Address: 192.168.0.108
Client IP: Gate Way: 192.168.0.1
RecvBytes: 0 RecvFrames: 0 DMS: 10.10.100.254
Send Bytes: 0 Send Frames: 0 MAC Address: FOFEGB3876BC
Fail Bytes: 0 Fail Frames: 0 WiFi
Product ID: HF2211
N 109) U::F:TN State: Connected, FO:FE:6B:53:69.78
RTC Time: NTP Disabled RSsl: 100
) Config: 115200,8,1,NONE
Up Time: 0-Day 0:0:36
RecvBytes: 0 RecvFrames: 0
Total Free Memaory: 2097152 Reload
) Send Bytes: 0 Send Frames: 0 Edit
Max Block Size: 2097152
Fail Bytes: 0 Fail Frames: 0 ‘ | Restart | ‘

Step 3 : PC connect to the WiFi hotspot of class 1 device.
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SEEEE: .2

HF2211 6978
l:l_ 4 Internet 1578l

FoEER -

HF2211 69758 Sk

UPGRADE-AP _aaaa
Lenovo Wi-Fi AP R3210
HF-LPE120

Soneter
HF-Demo_Specia

iotyao

HF-TEST

FIFT BRI R )

Step 4 : Restart I0TService again, there are two HF2211. SN1- class 1 device,
SN2-class 2 device

£ LOT Service [E=E|E=E =
Management (M) Setting (C) Help (H)
Begin % Stop @ Config Status @ VirPath m'j Connected
eg & =
S| DevType MAC Address Hosthame IP Position _ VirPath State SW Ver
1|HF2211 |FOFEGB536978 Eport-HF2211 |10.10.100.254  |Local COMZ/TCP Disconnect  |Online {1.09 =
2|HF2211 |FOFEGB387EBC lEport—HFEQ‘l‘l 10.10.100.252 LOCEl CDI‘vEJ’TCF',Di_sconneCT Onling 1.09j
3|HF511... |[FOFEGB3DDD1 Eport-HF511... [114.92.176.181 |China.Shang... Online |1.08c
4|HF2211 |FOFEEB5373C0 Epont-HF2211 [180.173.47.55 |China.Shang... Online |1.09}-Tanklinepro-
5|HF2211 |[FOFEGB536C4C Epont-HF2211 |58.247.250.38  |China.Shang... Offline |1.08f
5|dddd FOFEGB3DDADE Eport-HF511... |116.226.228.185 |China.Shang... Offling |41.08c
_?iiiﬂ?t%... FOFEGB1C3D02 Eport-HF511... [180.173.193.128 |China.Shang... Offline |1.09f i
8|HF2211 |FOFEGB3&765C Eport-HF2211 |157.61.158.60 |China.Shang... Offline |1.09 T
9|HF511... [FOFEEB50FDFY Eport-HF511... |[180.173.47.55 |China.Shang... Offline 1.0914
10|WAD310 [FOFEGB387654 Eport-HF2211 |116.231.245.116 |China.Shang... Offline |1.08f
11|HF2211 |FOFEGB5236900 Eport-HF2211 {180.173.197.192 |China.Shang... Offling |1.09i
12/E10 FOFEGB3A41ET Eport-E10 116.226.225.55 |China.Shang... Offline |{1.09a
13|E10 ACCF23FF4BA6 Eport-E10 51.171.210.198 |China.Shang... Offline |1.09 | |
14/E10 FOFEGB3A4955 Port3 221.218.9175 |China.Shang... Offline |1.09]
15|E10 FOFEGB5240E9 Eport-E10 101.81.247.122 |China.Shang... Offline |1.09i
16|EP10 FOFEGB214987 Eport-EP20  |183.20.132.15 |China.Shang... Offling |1.09i
17|E10 FOFEGB3A42FC Eport-E10 119.131.153.189 |China.Shang... Offline |{1.09j
18/E10 FOFEGB3A42F9 Eport-E10 183.63.126.227 |China.Shang... Offline |1.09
19/E10 FOFEGB3A4954 Port1 221.218.214.110|China.Shang... Offline |{4.09j |

Step 5 : Open device setting of class 2 device, module has already created a socket
initially.
Local Port : Initial port number is 8899. Note that the configuration of port
number cannot be the same as other sockets.
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¥ Device Setting

rSystem
User: | admin|
Password: | admin|
HostName: | Eport-HF2211|
DHCP: [Disadiz [~]
IP Address: | 192.168.0.108|
Gate Way. | 192.168.0.1]
DNS: | 10.10.100.254]
Metwork Mode: :

~UART
UART No: [0ART1 T~
Baudrate: (115200 [+]
Data Bits:
Stop Bits:
Parity: :
Flow Contral: =
Buffer Size: ,78192

=
- SOCKET ~WiFi
SOCKET Name: netp [+ L3 STA -]
CT == e e —
AP Key:
Semver Addr:
Ea— STA SSID: HF2211_6978
STAKeY:
Local Port: 3333|
Keep Alive: | Scan |
Time Out:
Rout: uart ﬂ
Buffer Size: 3102
| New SOCKET | | SOCKET Del |
| Confirm | | Cancel |
“LAN
IP Address: | 10.10.100.252] | Export | | VirPath |
Mask: | 255.256.256.0| | Import | | Detail |
DHCP: [Disavie [+] | FsetUpdate | | FsetClear |

Step 6 : Restart device after set successfully. And open TCP&UDP test tool to create

a client.

B Create Connect : Input LAN IP address of class 2 device and created port

number.

http://www.iotworkshop.com

39

Copyright © 2013 . All rights reserved


http://www.iotworkshop.com/

ki onis

I 3 CreateConnn &\ CreateServer | 11 -

% TCP&UDPIGA TR - [10.10.100.252:3888]
Operate(Q) View(\) Windows(W)

Help(H)

Language

Server 63 | 3 Connect 22 | % DisconnAll | 3% DeleteConn %% | [@) @i_'

fe =1=]

x

Properties ? % | 3210.10.100.252:8888 b=
=M Client Mode .
DestIF: Send I~ AtucSend Eve IIUU ms Send I Stop |
10. 10, 100. 252
I |” Send Hex [~ Send File[  Send Receiwed Elleer | Dptionl Broaddption
DestFort: I8888
[ c i c
Create Connection -H
Type: TCE ~
7 |pestre: Port: [6888
Ew
7| LocalFort & huto /(“ Special‘1001
Ew
[~ AutoConn: Eve IU =
1 ﬂ ™ ShowHex
Couny [T Send When Conn: Ewe I ms J
Ser

Re

Cancel |

Clear |

Send Speed(B/5): 0

Receive Speed(B/S): 0

Step 7 : Green arrow appears after created client, which represents successful

connection.

Properties

3£ TCPEUDPRELT S - [10.10.100.252:8888] ==
Operate(Q) View(N) Windows(W) Help(H) Language X
;_,'| CreateConnn @; CreateServer | 3E StariServer ¥ €3 | 22 Connect 32 | S Disconnall % DeleteConn % (o = e
# x| 31010.100.252:3888 | 4bx
Client Mode

b 10.10.100.252:8888

DestIF:

Send |~ AtunoSend Ewe IIDD ms

|10. 10, 100. 252

DestFort: I8888

I~ LocalPort

|4DDI
Type ITCP > I

I~ AtucConn

Eve ID 8

I~ AutoSend

|~ Send Hex [ Send File[  Send Receiwed

Send | Stop |

Clear | Option |

Broadlption

jfepiowjfwesjfwsiof

Disconnect I

Kec

StopShowl Clear | Save | Dptionl [~ ShowHex

[~ Save (In Time) I

Send Speed(B/5): 0 Receive Speed(B/S): 0
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Step 8 : PC connects to class 2 device by serial cable. Open SercureCRT serial tool
and mutual data transmission between TCP and serial port will appear.

2 TCPRUDPARETE - [10.10.100.252:8888]
Operate(Q) View(V) Windows(W) Help(H) Language

) CreateCannn & CreateServer | 11 Q= @ | % Discannll | 3% DeleteCann %%

Serial-COM3 - SecureCRT
WA REE BEV EWO) #E80 HXO IS0 =M
HIRDR BRI BE3IHFET0ld,

Properties rx £ 10.10.100.252:8888

| eri-COMS |

- Client Mode

- -] 1010002528888 D,iesm: I htusead Bre 00 s > sockta
: d ‘ R |” Send Hex [~ Send Fila|™ Send R
B Server Mode end Hex [ Send Filel” Send Recoigade® )

DestPort:  [3558 —I-

I Locelbort FEo ,/
;e [ip -

[7 AtwoCorn

B | s

[T hutodend

Eve |0 ms

Comt
I Save (In Tine)

Discormect
Stophow | Clear | Save | Option| [ Showhe

s
ockth
Reer 0
Clear
@+t @a @NDBGL Q@WSCAN @ATHZ @ @show Q=R
|sock+b|
Send Speed(B/S): 0 Receive Speed(B/S): 0 - Serial: COM3 7

Step 9 : Similar to class 1 device. No longer repeat.
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